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Set Up MFA Using the Microsoft Authenticator App

To access UTAS single sign-on (SSO) applications such as MYLO, UTAS webmail, Student
Portal, Multi-Factor Authentication (MFA) is needed. It adds an extra layer of security, helping to
keep the University and your student account safe from unauthorized access.
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To Complete this task, you will need

Your Utas email id @utas.edu.au and login password
A computer with internet access

A compatible smart phone

Please allow up to 10 mins to complete this task

To get started with MFA, you'll only need to do it once using your computer and the Microsoft Authenticator
app on your smartphone.

Remember, after setting it up, keep the app on your phone. It's essential for verifying your login when you
use University SSO applications from time to time.

Should you ever remove the app from your phone, follow the recovery steps here or make sure to contact
the IT Service desk at 03 62261818. They'll need to reset your account before you can set up MFA again.

Setting up MFA involves two steps
1. Install the app on your smartphone.
2. complete the registration on your computer.

If you already have the Microsoft Authenticator app, proceed directly to step 2.

Part 1: Install the Microsoft Authenticator on your Smart Phone

1. On your smartphone, download the Microsoft Authenticator app for free from your app store (Google
Play or App Store).
Note: The Microsoft Authenticator app is free and does not require a

subscription. Q_ microsoft authenticator © Cancel
Alternatively, by scanning a QR code from Authenticator App Microsoft Authenicator
Important: If the Google Play/Apple stores are not available in your Q W OPEN
country, use your phone's manufacturer store instead.

Ensure your smartphone's OS is compatible with Microsoft v CRUISAERRLEORm.
Authenticator, then install and open the app. Proceed to Part 2.
If you already have the app, move directly to Part 2.

% e ok ok




UNIVERSITY of
TA S M A N I A Multi Factor Authentication

Part 2: Register Microsoft Authenticator on your computer
(make sure you have completed all 9 steps in part 2)

1. On your computer, open a web browser, (E.g.,
Chrome, Microsoft Edge, or Safari) and start an Incognito,
InPrivate or Private window by pressing:

Ctrl + Shift + n (for Windows, Linux, or Chrome) OR
38 + Shift + n (for Mac

Copy and paste this url into that window: https://aka.ms/mfasetup
Press the Enter key on your keyboard.

2. On your computer, at the Sign in window, sign in by entering your Utas email ID @utas.edu.au and
password

UNIVERSITYof 5350
TASMANIA

Sign in

itvia
e or by calling (03)

3. On your computer, at the More information required window, click Next

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

‘ Cancel ‘ Next
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4. On your computer, at the Set up your account window click Next.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

Back ‘ Next

5.0n your smartphone, Open the Microsoft Authenticator app, allow notifications/access
to camera (if prompted), and

a) Tap the + (Plus) sign
b) Tap Work or School Account.
c) Tap Scan QR code

Add work or school account
Accounts

Sign in Scan QR code

)

Work or school account

5b

m Other (Google, Facebook, etc.)

6. On your smartphone, use the Microsoft
Authenticator app to scan the QR code shown on your
computer screen.

The app should successfully add your work account on
your smartphone.

7. On your computer, after your phone has recognised the QR code scanned, click Next.

Microsoft Authenticator

3= Use the Microsoft Authenticator app to scan the QR
FEL PN code. This will connect the Microsoft Authenticator
app with your account

Can’t scan image?
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On your computer

notification will be sent to your smartphone

Microsoft Authenticator

Let's try it out

v
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You will be presented with the Let’s try it out window
which includes a 2-digit number. Now a push

Approve the notification we're sending to your app by entering the number shown below.

On your smartphone
A push notification will ask you to
verify your sign-in, enter the 2-digit
number from the computer/sign-in screen
into your smartphone & click YES.

1:328

= Authenticator

1Password
my.1password.eu(drvp20@gmail.co...

Are you trying to sign in?
University of Tasmania
“ Dev.Pradhan@utas.edu.au
A Enter the number shown to sign in.

17

No, it's not me Yes

ABC oEF

oHI JKL MNO
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9. On your computer, at the Notification approved screen, click Next

Microsoft Authenticator

' Notification approved

v

10. On your computer, at the Success screen, click Done & close the browser.




